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Siemens Industry Online Support

This article is taken from the Siemens Industry Online Support. The following link
takes you directly to the download page of this document:

http://support.automation.siemens.com/WW /view/en/39863979

Caution

The functions and solutions described in this article confine themselves to the
realization of the automation task predominantly. Please take into account
furthermore that corresponding protective measures have to be taken up in the
context of Industrial Security when connecting your equipment to other parts of the
plant, the enterprise network or the Internet. Further information can be found
under the Iltem-ID 50203404.

http://support.automation.siemens.com/WW/view/en/50203404

You can also actively use our Technical Forum from the Siemens Industry Online
Support regarding this subject. Add your questions, suggestions and problems and
discuss them together in our strong forum community:

http://www.siemens.com/forum-applications
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Warranty and Liability

Warranty and Liability

Note

The application examples are not binding and do not claim to be complete
regarding configuration, equipment and any eventuality. The application
examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These application examples do not
relieve you of the responsibility to use sound practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
application examples at any time without prior notice. If there are any deviations
between the recommendations provided in this application example and other
Siemens publications — e.g. Catalogs — the contents of the other documents
have priority.

We accept no liability for information contained in this document.

Any claims against us - based on whatever legal reason - resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this application example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz’), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to life,
body or health. The above provisions do not imply a change in the burden of proof
to your detriment.

It is not permissible to transfer or copy these Application Examples or excerpts
thereof without express authorization from Siemens Industry Sector.
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Preface

Preface

Objective of this application

This application assists during the commissioning of a GPRS based Telecontrol
system with SIMATIC S7-1200 CPU, CP 1242-7 GPRS and the server software
Telecontrol Server Basic. All available articles on this topic are administrated under
the title Configuration Example X-21 and are identifiable via the scenario-number.

This application is the Configuration Example X21, Scenario 1.

Core topics of this application

The following main points are dealt with in this scenario:
e Process value exchange between Remote Station! and Central Station2

- Process values are transmitted cyclically from the Remote Station to the
Central Station

- The Remote Station sends event controlled (acyclic) process values to the
Remote Station.

- The Central Station controls, if required, process values in the Remote
Station.

e Status and diagnosis information of the Remote Station are displayed in the
Central Station.

e The process values are displayed in the Central Station assisted by adequate
visualization software.

e The process values are archived in the Central Station

1 Remote Station (RS) is a remote station with a SIMATIC S7-1200 CPU and a CP 1242-
7 GPRS

2 Central Station (CS) designates a PC or IPC with the connection management software
TELECONTROL Server

Remote Control with S7-1200
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1 Automation task

1 Automation task

Introduction

The functions and features in the application — scenario 1 — will be explained here
taking as an example a rain retention basin (RRB).

Overview of the automation task

Excessive water is stored in the RRB to relieve the sewage system. A continuous
filling level measurement takes place in the RRB. An electronically controlled
sluice S1 is opened as soon the capacities in the sewage system allow it.

Figure 1-1

RRB

S1

Remote Station n

Remote Station 1

*1) Actual value visualization; *2) Archiving

Solution requirements

The automated plant should be coupled wireless with a control room (Central

Station).

e The wireless data transmission is done via GPRS.

o A standard PC or ICP will be used as the platform for the Central Station.

e The process values from the Remote Station will be visualized and be operable
via standard methods.

¢ A contiguous archiving of the process values to the Central Station for further
processing is required.

The following communication cases result for the selected task.

Table 1-1

Direction | Initiator Function

RS>CS |CS The measured level will be sent cyclically from the Remote
Station to the Central Station.

RS > CS RS In case of maintenance or fault in sluice S1, an alarm will be sent
immediately from the Remote Station to the Central Station.

CS>RS |CS The sluice S1 will be opened or closed manually via remote
access.

Remote Control with S7-1200
1.2, Entry ID: 39863979
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2 Automation Solution

2.1 Overview of the general solution

Remote station

A GSM/GPRS Modem CP 1242-7 GPRS (2) is coupled via a bus interface to
the SIMATIC S7-1200 controller 1211C (3).

The GSM/GPRS Modem has a SIM card (5). For coupling with the air interface a
quad band GSM/GPRS antenna ANT 794-4MR (4) is used.

The power supply of all components is carried via a SIMATIC PM 1207 Power
Module (1).

Figure 2-1 Configuration of the Remote Station

Circuit breaker
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Central Station

The Central Station consists of a Box PC SIMATIC IPC627C (2). The software
components Telecontrol Server Basic (3) and WinCC flexible 2008 (4) are
installed in the Box PC.

The power supply is available from a SIMATIC PM1207 Power Module (1)
The IPC is connected to the Internet via Router (5).

Figure 2-2 Configuration of Central Station
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v

Remote Control with S7-1200
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2 Automation Solution

2.2 Overview and description of the user interface

The following graphic shows the WinCC flexible interface for the operation of the

application example.
Figure 2-3 Faceplate

{4 SIMATIC WinCC flexible Runtime =3 [EoR =
Configuration Example X-21: Wireless communication via GPRS with S7-1200 controller
~ Send Cycle GPRS Connected [ |
Open (Gate is 5 PLC Connected | |
Gate || closed # Server Connected State | |
PLC Cpu State |1
3 Signal Quality [21
003.1 LS Cell ID 21633
I ; Bytes Received [37358
\Y] T Bytes Transmitted 79617
E Bytes Total [116975
tention b E
081 9 M Fimware Version [V1.0.9
. - D Device ID |6GK7 242-7KX30-0XEOQ
% ﬁ 5 II\E/I T Tests Total |8
0000000000000101 O 1 0 /é Tests Successful [8
- ber |0
Server Num
Telegram count (from rs1) S Protocol |1
’370 | Refresh Status |
No. Time Text
M Fill level critical: >80%
3 2:37:03PM  Maintenance for gate reached: => S times open/closed. call maintenance staff!

In the ,LIVE DEMO* area of the operating interface you can operate and monitor all
the relevant values of the application.

The system values generated in the CP 1242-7 GPRS are displayed for diagnosis
in the ,SYSTEM TAG" area.

Chapter 6 describes all possible operating consequence in detail.

2.3 Hardware and software components used

2.31 Remote Station

Hardware components

Table 2-1

Component No. MLFB/order number Note
SIMATIC S7-1200, 1 6EP1332-1SH71 2,5A
PM 1207
SIMATIC S7-1200, 1 6ES7211-1AD30-0XB0 DC/DC/DC
CPU 1211C
SIMATIC CP 1242- 1 6GK7242-7KX30-0XEO As of FW 1.0.9
7 GPRS,

SINAUT ANT 794-
4MR, rod aerial

6NH9860-1AAQ0

Alternative: Flat
antenna ANT794-3M
(6NH9870-1AA00)

Ethernet line

6XV1870-3QH20

For design purposes (2
meters of this type or

Remote Control with S7-1200
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2 Automation Solution

Component No. MLFB/order number Note
similar cable)
Circuit breaker 5SX2116-6 1 pole B, 16A
Standard mounting 6ES5 710-8MA11 35mm
rail
SIM card Available at your mobile Check if special M2M
phone provider tariffs with included
data volume are
available
Standard Software components
Table 2-2
Component No. MLFB/order number Note
STEP 7 Basic V11 6ES7822-0AA01-0YAO
2.3.2 Central station
Hardware components
Table 2-3
Component No. MLFB/order number Note
SIMATIC S7-1200, 6EP1332-1SH71 2,5A
PM 1207
SIMATIC IPC627C 6ES7647-6CA16-0JBO
Circuit breaker 5SX2116-6 1 pol. B, 16A

Router

Specialist dealer

With port forwarding

Note The shown order number of SIMATIC IPC627C includes the following system

configuration:

e Processor: Celeron P4505 (2C/2T, 1,86 GHz, 2MB L2)

e Memory capacity: 2 GB DDR3 1066 DIMM

e Required power supply: 24V DC Industrial power supply
e Expansion (HW): 2x PCI free

e Drives: Solid State Disc 32 GB
e  Operating system (pre-installed and activated): Windows 7 Ultimate, MUI (EN,

DE,FR,IT, ES)

e Expansion (SW): without expansion (SW)

The system data was specially selected for application as a Server.

The system data can be adapted in detail in the Industry Mall.
http://eb.automation.siemens.com

A Windows standard PC can be used for test purposes instead of the IPC627C

Remote Control with S7-1200
1.2, Entry ID: 39863979
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2 Automation Solution

Standard Software components

Note

Table 2-4

Component

No.

MLFB/order number

Note

Telecontrol Server
Basic

6NH9910-0AA20-0AA0

8 stations; alternatively:
64, 256, 1000 or 5000
stations

Optional: SIMATIC

On the SIMATIC NET CD

To test the OPC

SP2, Advanced

OPC-Scout interface of the
Telecontrol Server
Basic.

WinCC flexible 2008 6AV6613-0AA51-3CA5

The ES Version of WinCC flexible is required when you want to once adapt the
memory path of the archiving script in WinCC flexible.

If you don’t want to show the archiving function, or is the default path for the
archiving script sufficient, the RT-Version of WinCC flexible is also adequate to
operate the runtime file with 128 tags.

Services of a provider

233

Table 2-5

Component

No.

MLFB/order number

Internet connection with static IP address 1

Internet provider

is available)

DynDNS Service (when no static IP address 1

z. B.: http://www.dyndns.com

Example files and projects

Example files and projects

The following list includes all files and projects used in this example.

Table 2-6 Project data

No. Component

Note

1. CE-X21_RS_Projekt_Vxx.zip

Station

STEP 7 V11 Project of the Remote

2. CE-X21_CS_config_Vxx.zip

Basic

Configuration files of Telecontrol Server

3. CE-X21_CS_WinCCflex_Vxx.zip

Runtime files and engineering files of the
WinCC flexible project

Remote Control with S7-1200
1.2, Entry ID: 39863979
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

3 Basics of the data transmission with CP
1242-7 and the Telecontrol Server Basic

Introduction

The following chapter describes the sequences of the important mechanisms
around the System S7-1200, CP 1242-7 GPRS and Telecontrol Server Basic.

3.1 Overview of the GPRS communication platform

Overview

The following graphic shows the complete system with all parameters, which are
required for a communication between the Remote Station and the Central Station.

Figure 3-1

Provider infrastructure

@ Internet connection + Router
GPRS

GPRS <v—%—v>
INTERNET

p— =) Iy Telecontrol Server Basic
- 77NN AL | M - Config snd MoriEreg oo I
N / / I D'— File Edit View Options ?
e APN? -— G Activate i 2 0
* APN user? . ?

+ APN PW?

— F— :
! L Parameter: PIN, APN, APN-User, APN- * Project number?
Password, IP-Address, Port address, « Station number?
L=l Project number, Station number, * Slot numb;ar’?
Slot number, Password » Password?
Remote Station Central Station
Note Before a process data exchange between the Remote Station and the Central

Station is possible, the Modem (of the CP 1242-7 GPRS) must be parameterized
and the connection to the Server (Telecontrol Server Basic) must be setup. The
following function descriptions assume that all components, as described in
chapter 5 are configured correctly and are ready for operation.

Remote Control with S7-1200
1.2, Entry ID: 39863979 12
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

Connection setup between the Remote Station and the Central Station

Table 3-1 Explanation of the connection setup correspondent to Figure 3-1.

Digit

Description

®

The CP 1242-7 GPRS logs in automatically in the GSM network of the provider,
provided that the PIN number of the SIM card has been recognized as valid.

The CP logs on at the GPRS access point of the mbile provider with the help of
the APN address, the APN user name and the APN user password. An IP
address from the address range of the provider is assigned now to the CP. The
Modem is now accessible via the Internet and can send IP based enquiries to
other participants in the Internet.

The Modem sends a connection enquiry to the Central Station. The static IP
address of the Internet connection via which the Central Station is accessible is
required.

This could also be done with the help of the combination of DNS name server (in
form of an IP address) and the host address (in form of a URL)

As soon as the connection enquiry has reached the Router of the local IT-
network of the Central Station, it will lead it to the Central Station PC/ICP with the
port number.

©
C)
®

The software Telecontrol Server Basic now checks the connection enquiry of the
CP with the data stored in the design. A Remote Station is always identified by
the project number, station number and slot number (This three values are
generating a six-digit identification number).

A password for the authentication of the Remote Station is additionally scanned.
If the connection enquiry is evaluated successfully the Software Telecontrol
Server Basic updates the internal routing table entry related to this Remote
Stationand the corresponding IP address of the CP. Between the CP of the
Remote Station and the Central Station there is a connection for the transmission
of TCP/IP packages.

The Telecontrol System shown here uses this TCP/IP connection to transmit in
both directions with the help of an individual log.

Note e The Project and the Station number must be defined in the Telecontrol Server
Basic Software and stored in the Remote Station.
e Slot number is defined by the Hardware setup of the Remote Station (slot number)
and must be stored in the Telecontrol Server Basic Software.

Remote Control with S7-1200

1.2, Entry ID: 39863979
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

3.2 Overview of the process data transfer

The following table shows an overview of all possible logic alternatives to control
the process data transfer with Telecontrol Server Basic.

This example only implements the types 1 to 3 which will be discussed in more

detail in chapter 4.1.

Table 3-2 Mechanisms for controlling the process data transfer

No. | Direction Initiator Trigger type
1 RS > CS RS cyclic
2 RS > CS RS event
3 RS < CS Cs event
4 RS > CS Cs cyclic
5 RS > CS Cs event
3.3 Definition of the connection specific characteristics

Introduction

This chapter explains how the different types of connections are defined and how
the connection to the Telecontrol Server Basic is setup.

Remote Control with S7-1200

1.2, Entry ID: 39863979
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

Overview of the characteristics of a connection

The following characteristics define the function of the Telecontrol system.

Table 3-3

Parameters

Possible values for the
parameters

Remarks

Operating mode

e Telecontrol
e GPRS direct

Connecting mode

e Permanent
e Temporary

Is adjusted directly in the equipment
configuration and at the Telecontrol
Server Basic. In the following it’s called
main connection.

Connection type

e  Telecontrol

Connection
e« UDP
e |SOonTCP
e SMS

e Teleservice

Connection
parameter

Active/passive
Connection setup,
Connection ID,
Information on the
connection partner

Is programmed in the user program
using the system block modules. In the
following it's called sub-connection.

A connection is always reserved for the
connection type Teleservice. This
doesn’t have to be programmed
separately.

Definition of main connection

The main connection is defined by the selection of the corresponding parameters in
the equipment configuration for theCP 1242-7 GPRS. In this application example
(scenario 1) the operating mode Telecontrol and the connecting mode Permanent
have been selected for the main connection of the Remote Station.

This means that the connection setup from the CP 1242-7 GPRS must always be
routed via a Telecontrol Server (Central Station) and the GPRS connection must
always be held. The parameters are described in more detail in document \1\,
chapter 4.1.

Definition of sub-connection

There are several connecting types available for the sub-connection, which are
already determined by the selection of the main connection.

The desired connection type is programmed directly in the user program with the
help of the system blocks.

In this example (scenario 1) a sub-connection with the connection type ,Telecontrol
connection® is selected.

The selection of the different connection types (SDTs) are described in more detail
in document \1\, chapter 1.5 and 5.4.7.

Remote Control with S7-1200
1.2, Entry ID: 39863979 15
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

3.4

Sequence

Establish connection

The process data can be transmitted in both directions between the Remote
Station and the Central Station via sub-connections as soon as the main
connection has been setup to the Telecontrol Server. There are several

connection types for the sub-connections (see Table 3-3).

Five different sub-connections can be used simultaneously in the main connection
used here.

Fig. 3-2, Number of available connections

() 5th subconnection
() 4th subconnection )
C > 3rd subconnection
() 2nd subconnection
() 1st subconnection

Remote Station
Central Station

<> Main connectionn

The main connection is a pre-requisite for all other sub-connections and is used
additionally for the connection type Teleservice. The main connection is setup
automatically by the CP 1242-7 GPRS provided that all parameters in the Remote

Station are accessible. (see chapter 3.1).

The different sub-connections are setup on demand and represent, depending on
the connection type a connection:

¢ Direct to the Central Station (Telecontrol connection), or

¢ to another Remote Station which can be reached via the Central Station
(Telecontrol connection), UDP {only send}) or

e to another piece of equipment (SMS)

Connection type in this example

In this application example (scenario 1), the Telecontrol connection has been
selected as connection type for the sub-connections in order to be able to
exchange the process data in the Central Station.

Figure. 3-3 Available connection types in the operating mode ,Telecontrol*

() Subconnection )

/ Connection type used in this Szenario 1 |

Telecontrol connection || SMS UDP | -

Remote Control with S7-1200

1.2, Entry ID: 39863979
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

Setting up and removing a connection

For the control of the sub-connection there are system blocks in the STEP V11.

Out of this system blocks the command , TC_CON"is used for the setup of a sub-
connection and the command “TC_DISCON” is used to remove a sub-connection.
The information which type of connection is selected will be given as parameter
(SDT) at the “TC_CON".

All other commands of the system blocks ,TC_DISCON*, ,TC_SEND* and
»,1C_RECV* refer to a connection type or to this sub-connection with the help of

the ID.

Figure 3-4 Access of ,TC_CON" and ,TC_DISCON* to control of the sub-connections

"£_TC_CON_DE'

TC_CON®

EN ENO —
== REQ BUSY —
————@ | —Ib DOHE —
INTERFACE EFROR —t

) STATUS
“LOTC .'<:||]_

" param” — CONNECT
Defines (among others) the connection type |

—+Referenced to the subconnection (1-5) |

DB102
"5 TC_DISCON_

DE"
%FB166
TC_DISCON"
—— EN ENO —
|52 == REQ BUSY —
—e o] DONE —
INTERFACE ERROR —

STATUS

Each sub-connection can be used for the process data transmission with the help
of one or more control mechanisms.

If there is a problem establishing the connection with TC_CON or if there is an
error coming from TC_SEND or TC_RECYV (As far as the error here is pending for
a long time not only appearing once) then you have to call the TC_DISCON always
before triggering TC_CON again.

Remote Control with S7-1200
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

3.5 Send process data via a sub-connection

For each sub-connection there are several possibilities to control the process data
transfer. The understanding of the differences is extremely important in order to be
able to select the correct alternative for the individual automation task.

Send / Receive block

For the control of the process data transfer there are blocks in STEP 7 V11 which
are available as from the “Hardware Support Package” for the CP 1242-7 GPRS.
The statement ,TC_SEND" is used to send an TC_RECV* is used to receive
process data via the corresponding sub-connection.

Fugure 3-5 Invocation of ,TC_SEND* and ,TC_RECV* to control the process data transfer

$FB165 $FB163

»TC_SEND™ »TC_RECV"
— EN ENO e —EN ENO  wem
false — REQ BUSY — false —EN_R BUSY —
1—1D o DONE == @1—1ID DONE =
269=—=INTERFACE ERROR = 269=—INTERFACE ERROR =
41=—=LEN STATUS = 112==LEN STATUS =
P#DB6.DBX0.0 BYTE 41— DATAg @ P#DB7.DBX0.0 BYTE 112=— DATA RCVD_LEN =—

References to the subconnection |

| Data storage area of the send / receive data

Note The handling of the block is equal to the Open User Communication of the
S7-1200 (TSEND, TREC).

Remote Control with S7-1200
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

3.51 Send process data with TC_SEND

PLC memory area and CP memory image

The system block ,TC_SEND*" sends process values from a global data block of
the PLC to the memory image of the CP 1242-7 GPRS.

Note TC_SEND and TC_RECV each require an individual global data module.

Figure. 3-6
$FB165

,TC_SEND™

—EN ENO —
SPS false —REQ BUSY — CP
— 1—1D DONE —
269=— INTERFACE ERROR —
8 —LEN STATUS —
-
P#DB6.DBX0.0 BYTE 50— DATA Address Wert

Z (1 6#x aa N

16#x+1 bb

data_DB 16#x+2 cc

Offset  Startvalue

a 16#x+3 dd
a
al= 8 Byte 8 Byte 16#x+4 ee
= - _____ 16#x+5 f
Global data block
16#x+6 fele]
[Memory image in the CP1242-7 GPRS ,\/ N2 i )

The size of the defined PLC memory area also determines the CP memory image
for this sending procedure that will be sent to the connection partner.

Parameter LEN at the module ,,TC_SEND*“

The parameter ,LEN" indicates what size the transmission range of the global data
block should be. The length of the pointer at the parameter ,DATA® in this case is
irrelevant.

Parameter DATA at the module ,,TC_SEND*“

The transmitted area from the global data block always begins with Byte 0,
independent of the start value given by the pointer.

Note e ltis not possible to partially write on data storage areas in the memory image of the
CP 1242-7 GPRS.
e The global data block for the ,TC_SEND* and the global data block of the process
values in the user program should be separated. Subsequent modifications in the
data structure are then easier to consider

Memory organization in the global data block and in the memory image in the CO

The data type information is lost during the transmission of the process values. The
transmitted data storage area must be interpreted once again at the Central Station
(in the OPC Client).

Remote Control with S7-1200
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3 Basics of the data transmission with CP 1242-7 and the Telecontrol Server Basic

The parameterized block access for the global data block must always be projected
as ,standard compatible with S7-300/400*.

Parameter DONE at the module “TC_SEND”

3.5.2

The output ,done” at the module TC_SEND does not inform about the successful
or not successful transmission to the connection partner but only if the process
data is transfered sucessfully to the memory inside of the CP. This is how the
parameter ,done” works when the CP is in the mode ,Telecontrol®.

It is not possible to make any conclusion regarding the status of the GPRS-
connection based on this parameter.

Receive process data with TC_RECV

PLC memory area and CP image

Note

The system block ,TC_RECV* receives the process values from the memory image
of the CP 1242-7 GPRS and transmits them to a global data block.

TC_SEND and TC_RECV each require an individual data block.

Mechanism General

During the send routine the PLC storage area for the system block
,1C_SEND" defines the size of the CP image to be transmitted.

During the receiving routine the connection partner (here the Central Station)
defines the amount of process values to be transmitted. Those will be stored in the
CP-Ilmage without exception. At the block “TC-RECV” you can define how much
process values shall be transmitted from CP-Image to the global Data Block in the
PLC.

Remote Control with S7-1200
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Limitations

The result is that the CP image must be displayed on two PLC memory areas for
two different applications. The rnge for ,TC_SEND* and the range for
,TC_RECV"i.e. to send and to receive.

The process values that have to be received now by the connection partner
normally do not coincide with the process values that have to be sent. In the PLC
memory range of the received routine, pseudo-variables must be created in order
to consider the already used variables for the send routine regarding the reserved
storage area in the CP image.

The following graphic illustrates this.

Figure 3-7

Data block for ,TC_SEND Global data block = Vomory image in theGP1242-7 GPRS
Name Data type | Address (Offset)

Level REAL 0.0 7

Adresse Wert
Alarm INT 41!\
b=f |16#x aa
1P 6x+1 bb
" Floating value, send
Data blockfor ,TC_RECV' 16#x+2 cc
16#x+3 dd
Name Data type | Address (Offset)
16#x+4 e
Pseudovar1 REAL 0.0 @oba, Jata block — - Integer value, send
Pseudovar2 INT 4.0 -
16#x+6 [els}
Setpoint DINT 60— | /\
6tx+7 hh Double integer value,
16tx+8 i Control value (receive)
Uewxs ) | i
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Mechanism shown in an example

Figure 3-8
$FB164
»~TC_RECV™
—EN ENO —
SPS TRUE—EN_R BUSY — CP
— 1—1D DONE —
269=— INTERFACE ERROR =
10 =—=LEN STATUS =
P#DB7.DBX0.0 BYTE 50 = DATA RCVD _LEN — Address Valie
=
Z / 16#x aa
16#x+1 bb
Global dat: dul ?
data_DB2 lobal data module 16#x+2 cc
- Name Data type Offset  Startvalue i P o
1 @ Static 10 Byte
2 qaf= unused_dumyl Dint 16#x+4 ee
3 4|a unused_dumy2 Dint
— = = o 16#x+5 ff
5 @ unused_dumy3 Dint 164x+6 09
6 la unused_dumyd Word
; <l ver.2 Beal — Memory image in the CP12427- | 16#x+7 o
= GPRS 16#x+8 ii
\16-‘9(*9 i

The address “16#x+8” and “16#x+9” in the CP-Image is linked with the variable
“var_1"in the global Data Block in the PLC. To achieve that there are 8 Bytes
reserved in the global Data Block (“unused_dumy1” and “unused_dumy2”). Those
unused 8 Bytes are used for example with the previous used Sending variables

from Figure. 3-6, means from an other global Data Block.

Parameter LEN at the system block ,,TC_RECV*

The parameter ,LEN" shows how big the data storage area which is transmitted by
the CP 1242-7 GPRS can be. The length of the pointer at the parameter “DATA” is
irrelevant.

Parameter DATA at the system block ,,TC_RECV*“

The data storage area transmitted by the CP 1242-7 GPRS will always start from
0 byte of the global block, independent value is given by the pointer as starting
value.

Note It is not possible to influence the memory area of the receiving process values.

Parameter RCVD_LEN at the system block ,,TC_RECV*

If the receiving data storage area of the CP 1242-7 GPRS of the connection
partner is larger /equal to the parameter LEN at the system block ,TC_RECV* then
the value of the parameter “LEN” is read out.

If the received data storage area is smaller than the parameter LEN of the system
block ,TC_RECV* then the actually received value of the data storage area is sent.

It is not possible to identify which incoming process values were changed by the
connection partner and which were not. It is therefore sometimes necessary to check the
incoming process values regarding the change in value.

Attention

Remote Control with S7-1200
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3.6 ,Receive and represent process at the Central Station

Variable types

For each Remote Station created in the Software Telecontrol Server Basic the
following variable types are available in the OPC Server which is integrated in the
system:

e System generated modem variables
e Manually generated control variables

Figure 3-9

i M - Cony nd Mo oo A

File Edit View Options ?
Activate d ;'} 0

System navigation ® Connections - application demo (1)

4 Projects

€3 application demo (1)
& Users
1@ Inter-station communicat

(WLl e LU TeleService connections to ES | Rights

Status 7 Station name = Station number = Slot Wake-up SMS ci
(%] rsl 1 101 RUN

SMS gateway provider

1. Modem variables (created automatically)
2. Control variables (created manually)

Overview system generated Modem variables
Table 3-4

No. Address assignment Description

1. | TSC:[Stationidentification] GPRSConnected e UBYTE, Read only

e 1= Connected,
3= Disconnected

e CP1242-7 GPRSis
connected to the Central
Station (the connection with
the GPRS is available, the
connection partners are
correct)

2. TSC:[<Stationidentification>]PLCConnected . BOOL, Read only

e  S7-1200 control is connected
to the Central Station
(connection between control
and CP 1242-7 GPRS is
alright, control reacts to the
telegrams Central

3. TSC:[< Stationidentification>]InternetConnected . BOOL, Ready only

e  The connection from the
Telecontrol Server to the
Internet is setup (the

Remote Control with S7-1200
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No.

Address assignment

Description

connection to the Remote
Station is not considered.

TSC:[<Stationidentification>]CelllD

DWORD, Read only

ID for radio cell which has
been booked into the CP-
1242-7 GPRS. Can be used
to determine the location.
Disclose the Cell-ID and
location is dependent of
provider.

TSC:[<Stationidentification>]SignalQuality

BYTE, Read only,
Values 0 to 31
Receiving intensity of the

GMS antenna at the
CP 1242-7 GPRS

TSC:[<Stationidentification>]BytesReceived

DWORD, Read only

Counter value in the
CP 1242-7 GPRS for the sum
of all received bytes.

TSC:[<Stationidentification>]BytesTransmitted

DWORD, Read only

Counter value in the CP 1242-
7 GPRS for all the sent bytes.

TSC:[<Stationidentification>]BytesTotal

DWORD, Read only

Counter value in the CP 1242-
7 GPRS for the sum of the
sent and received data

TSC:[<Stationidentification>]Firmware

STRING, Read only
Reserve 7 characters

Firmware Version of the CP
1242-7 GPRS (e.g. T1.0.0)

10.

TSC:[<Stationidentification>]DevicelD

STRING, Read only
Reserve 20 characters
Equipment identification
number of the Modem CP

1242-7 GPRS (e.g. 6GK7242-
7KX30-0XEO)

11.

TSC:[<Stationidentification>]TestsTotal

DWORD, Read only

The counter indicates how
often the status of the

CP 1242-7 GPRS has been
scanned with the help of the
Modem variable
,RefereshStatus”

12.

TSC:[<Stationidentification>]TestsSuccessful

DWORD, Read only

This counter shows how often
the status scan of the CP
1242-7 GPRS was succesfully
closed (this refers to the
accessibility of the CPs but
not to the ones of the PLC)

13.

TSC:[<Stationidentification>]ServerNr

DWORD, Read only
Server number of the

Remote Control with S7-1200
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No.

Address assignment

Description

Telecontrol Servers,
connected to the Remote
Station

14. | TSC:[<Stationidentification>]Protocol

DWORD, Read only

Send report

1= IPT (S7-1200 + CP 1242-
7 GPRS), 2= MSC (S7-200-,
S7-300-, S7-1200 + MD720-3)

15. | TSC:[<Stationidentification>]RefreshStatus

BOOL, Write only

Checks the connection to the
CP 1242-7 GPRS and to the
S7-1200

Information regarding the
status is given by the Modenm
variables PLCConnected and
GPRSConnected.

Is reset automatically to
FALSE after setting

16. | TSC:[<Stationidentification>]ResetStatus

BOOL, Write only

Resets all Modem variables
with count values (e.g.
BytesReceived)

Is reset automatically to
FALSE after setting.

Note The Modem variables stated here are relevant for this scenario 1 or at least give
a reasonable information. Further Modem variables can be found in
document \2\ chapter 3.2.

Remote Control with S7-1200
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Access to modem tags in the example of the OPC client OPC-Scout

Figure 3-10

File Edit View

4 i3 P

Server Explorer Workbook Tools Window Help

EELEPEEY B ETIEE)

3

-+

&3 OPC.SmaticHMI HmiRTm ~  hems Properties |
S _%‘,;OPC.S:'nchET.TCSB
#_] Server Status ‘;‘ ) ID -
=[] application demo I Item Canonical Data Type uint
-] Process Stations Item anu.e (2) 124593
= 1,101 Item Quality (3) good
- —J ) Ttem Timestamp (4) 07/04/2011 12:45:18.418 PM
& — Ob’edsm Item Access Rights (S) R
T 5;" SeverScanRate(5) 100
D BytesTotal
D BytesTransmited
B _rain -
4 m ' ¢
DA view1 |
= Monitoring OFF ] (24 Generate values ON | @ Red] [/ Write
? Type ﬁ Time stamp (UTC) Value Quality
E‘ rT' cation demo ) ubyte R 07/12/2011 09:31:42321 AM 1 good
alr lication demo bool R 07/12/2011 09:31:42.321 AM  True good
-FI TC plication demo.rs1.101)P1 uint R 07/12/2011 09:31:42.321AM 1 good
B T lication demo.rs1.10 bool R 07/12/2011 09:31:42.321 AM  True good
i T plicationdemo.rs1.10 uint R 07/12/2011 09:31:42.321 AM 17157 good
‘E. ¢ licationdemo.rs 1.101)E wint R 07/12/2011 09:31:42.321 AM 45533 good
.H TC licationdemo.rs1.101) vint R 07/12/2011 09:31:42.321 AM 45533 good
?’I T cation demo wint R 07f12/2011 09:31:42.321 AM 21633 good
'*" \ICS:[anplication dama re1 1011 J string R 07/12/2011 09:31:42.321 AM  "6GK7 242-TK030- good
Bl TCS:[epplication demo.rs1.1011DB1,RE float RW 07/12/201107:39:03.683 AM 0 good
In the row ,ID*, you see the OPC compliant random addressing of the Modem
variables just the same that can be selected in other OPC-clients. The station
»application demo.rs1.101“ (station identification) was previously created in
Telecontrol Server Basic.
Figure 3-11
irr CMT - Config and Monitoring Too
; File Edit View Options ?
Activate i 3 0
A System navigation Connections - application demo (1)
[0, 00 LT TeleService connections to ES | Rights
] Swatus T Station numb E Wake-up SMS
= L rsl 1
TCS:[application demo.rs1.101]...
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Control tags
Variables from the S7-1200 control are addressed by the OPC client as follows:

TSC:[<Stationidentification>]DB1,<Datatype><Memoryaddress>

Table 3-5 addressable data types.

Type Description Comment
B Byte
w Word
D Double word
CHAR Byte
INT Word, signed

DINT Word, signed

REAL Floating point value Example:

TSC:[application demo.rs1.101]DB1,REALO
The abbreviation ,DB1“ here doesn’t mean
that the information is coming from the data
block No. 1 or will be written there, resp.

STRING | String with fixed length Example:
TSC:[application demo.rs1.101]DB1,STRIN
G30.20

DT Date and time in BCD Format

Access to the control variables seen in the example of the OPC-Scout

Figure 3-12
i New project.opf - SIEMENS AG - OPC Scot V10

File Edit WView ServerExplorer Workbook Tools Window Help

- ol ® Do @XE@mE|DLS.
2 Server Explorer
=1 ] application demo N[ P ties
[=-__] Process Stations =
=[] 1101 =
=] Objects ‘ﬁ‘ Ttem Canonical Data Type ubyte
= |DB g‘ Item Access Rights (5) R
=) DB1 | & Server Scan Rate (6) 100
> X
: I
D CHAR"
D CHAR™"
» o
A ne- r
4 m 3
% DA view 1
l Monitoring OFF ] [2£  Generate values ON| @ resd) (7 viee]
ID I;) Type ::f Time stamp (UTC) Value Qualit
A—csloolguon enossisooaizzae | float RW 07/12/2011 07:55:10.689 AM  6.574264 good
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4 Functional Mechanisms of this Application

4

4.1

Functional Mechanisms of this Application

This chapter shows the resulting solution elements and their software complement
for the requirements of this application example.

Control of the process data transfer in this example

The following table again shows an overview of all possible alternatives to control
the process data transfer with Telecontrol Server Basic. The alternatives marked in
color are used in this application example (scenario 1). The program technical
conversion of this alternative will be commented hereafter.

Table 4-1 Mechanisms used to control the process data transfer.

No.

Direction | Initiator | Trigger Description
type

RS> CS | RS cyclic The program block ,TC_SEND* is activated with the help of
the input ,REQ" when the corresponding timer has expired.
The transmitted data storage area should also contain a time

variable (see problematic old/new comparison chapter 4.3.3).

RS> CS | RS event The program block ,TC_SEND* is activated with the help of
the input ,REQ"“ when a certain event emerges.

RS < CS | CS event The Central Station sends the value of the OPC-ltem
automatically when there is a change of the corresponding
OPC Item. Normally a change in value of the OPC Item is
caused with the help of an input/output display.

RS> CS | CS cyclic The Central Station fetches with the help of the option ,cyclic
communication” in the Telecontrol Server Basic the image of
the CP 1242-7 GPRS in a definable interval. It must be
assured in the CPU with the help of the command
»,1C_SEND* that the process data in the image of the CP
1242-7 GPRS are up to date. The alternative cannot transmit

historical time stamps (see problematic historic values 4.3.4).

RS> CS | CS event The Central Station fetches the image of the CP 1242-7 GPRS
in the Telecontrol Server Basic when the OPC items
,RefreshValues* are activated (see document \2\ chapter 3.2).
The OPC-Item has to be activated after a certain event

(e.g. pressing a key).Make sure that in the CPU, with the help
of the command “TC_SEND” the process data in the image of
the CP 1242-7 GPRS are up to date.

This alternative cannot transmit historical time stamps)

Remote Control with S7-1200
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411 Send process values cyclic to the Central Station (RS -> CS)

Program overview

The cyclic data transmission is carried out in the function block

,B_cyclic_communication (FC3)“ and will be described in in more detail below.

Figure 4-1 Frame count sequence of the blocks in the program

—

‘ & A_sim_values [FC1] i@ A_sim_values_DB [DB1]

A

[‘ & B_cyelic_communication [FC3) i B_cyclic_communication_DB [DES]

‘ & C_event_communication [FC4] | C_event_communication_DE [DE10]

‘ 3 D_data_from_centralstation [FC5] | D_data_from_centralstation_DB [DB12]

Y

(

CPU cycle

& Z_call_telecontrol_blocks [FC2] i Z_call_telecontrol_blocks_DB [DB11]

@ Z_data_rcv_DB [DB7]
W Z_deta_send_DE [DES]

—— \

1. File process values in the send data module

Figure 4-2
Comment

T\ MowE

EN

%DB1.0BD2
*A_sim_values_

MOVE
EN

%DB1.DBD6
*A_sim_values_

MOVE
EN

““B1.DBD10
*A_sim_values_

MOVE
EN

DE" fill_level 4 IN 3 OUT1|— DB" fill_level

DB".in_flow— IN 3 OUTI[— DB".in_flow

DE".cut_flow~{ IN 33 OUTI|— DB".cut_flow

- Network 1:  prepare process values (move them into out-box)

S

ENO|

%DB6.DBDO
*Z_data_send_

ENQ|—t

%WB6.DBD4
*Z_data_send_

ENO|——

%B6.DBDE
*Z_data_send_

ENO —

Process values from different
data modules, if applicable

Variables the the send module of the
module ,TC_SEND*

This function is carried out in each cycle.
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2. Operate the time switch start the send function

The time switch is implemented with the help of the flag in the S7-1200 CPU. The
advantage, as compared to the TON timer, is the immediate reaction when
changes in parameters occur, and not a reaction during the next interval. This is
reasonable if you want to change the counter parameter from the Central Station.

Figure 4-3

4 Pos. slope

1Hz recognize

Second counter

ncrements

O

Second counter

>
unter requiremen

Set
sen
Reset
Coun

trigger for the
ding function;
second counter;
ter variable ++

|
<

no

A counter variable is incremented additionally which is also sent to the send block.
This assures that when the send routine is started there always is at least one
modified value.

3. Carry out send process and reset trigger

The send function is carried out by the invocation of the system block
»,1C_SEND* (in the function block ,Z_call_telecontrol_blocks* (FC2). The trigger of

the send function is also reset here.

Remote Control with S7.
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4.1.2 Send process values event controlled to the Central (RS -> CS)

Program overview

The event controlled data transmission is carried out in the function block
,C_event_communication” (FC4) and will be described in more detail later on.

Fiure 4-4 Initiation sequence of the blocks in the program

| & A _sim_values [FC1] g A_sim_values_DEB [DB1] |
N
| & B_cyclic_communication [FC3] iy B_cyclic_communication_DE [DBS] |
(0]
g [| & C_event_communication [FC2] j§ C_event_communication_DE [DE10] “4—
o
1 | &8 D_data_from_centralstation [FC5] |§ D_dats_from_centralstation_DB [DB12] |
E v
P O & Z_call_telecontrol_blocks [FC2] @ Z_call_telecontrol_blocks_DE [DB11]
B Z_data_rcv_DB [DET]
W Z_deta_send_DEB [DEE&]
—— \

1. Place process values in the transmission block

Figure 4-5
- Network 1: prepare process values (move them into cut-box)
Comment
MOVE
EN
%DB1.DBW22 %B6.DBW20
"A_sim_values_ "Z_data_send_
DB .alarm - IN 33 OUTI|— DB .alarm

Process values from different Variables in the send module of
data modules if applicable the module ,TC_SEND*
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2. Recognize change in value and start send function

The send function will be triggered after the change in value of the send variable
has been recognized. The cyclic send mechanism is not influenced by this event
controlled mechanism.

Figure 4-6

Old value
<>

New value

Set trigger for
send function

Store present value in
the next cycle
for comparison

3. Carry out send function reset trigger

The send function is carried out by the invocation of the system block
»,1C_SEND" (in the function block ,Z_call_telecontrol_blocks" (FC2). The trigger of
the send function is also reset here.
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41.3 Receive process values from the Central Station (RS <-CS)

Program overview

The receipt of process values from the Central Station is carried out in the function
block ,D_data_from_centralstation“ (FC5) and will be discussed in detail in the

following:

Figure 4-7

P

| & A_sim_values [FC1] | A_sim_values_DB [DB1]

A

| & B_cyclic_communication [FC3] i B_cyclic_communication_DE [DEE]

| & C_event_communication [FC2] | C_event_communication_DB [DE10]

—

[| & D_data_from_centralswation [FC5| | D_data_from_centralstation_DB [DB12)
|\ =

J &

CPU-Cycle

>

——

& 7_call_telecontrol_blocks [FC2]

B Z_call_telecontrol_blocks _DEB [DB11
W Z_date_rcv_DEB [DET]
W Z_data_send_DE [DBE]

1. Recognize receipt of new process values and copy them from the receive data block

Figure 4-8

Network 2:

Comment

“TC_RCV_DB".
DONE

1p |
|P|

%DB12.DBXD.0
"D_data_from_

DB".trig_1

centralstation_

WDB7.0BWI104
“Z_data_rcv_DB".
gate_state

%DB7.DBWI06
"Z_data_rcv_DB".
rain_state

%DB7.DBD108
"Z_data_rcv_DB".
timer_preset

EN

EN

MOVE

At
3

ENO

ouTi

MOVE

3t

ENO —x

ouTi

MOVE

ENC —n

ouTi

store received data into A_-datablock when done-bitis coming

%B1.0BW1B
“A_sim_values_
DB gate_state

%DB1.DBWO
“A_sim_values_
DB".rain_state

%DB8.DBDO
"B_cyclic_
communication_
DB" timer_preset

Data block at the receive data block ,TC_RECV*.
Pseudo-variables are not scanned.

Variables in the data block for further
application in the process

Due the cognitions of chapter 3.5.2 there are pseudo-variables of 100 Byte for the
sending process. This means that the receiving data is stored beginning at Byte

100.
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2. Receive process values only when value changes

When the same process value can be changed by the control of the Central Station
and also by the user program in the PLC, it will be necessary to differentiate these
two alternatives in the program sequence.

Figure 4-9

Remote Statio

User program

2

Central Statiol

Motion counter

/

Change case 2:
Value of the server variable is trans-
mitted directly to the variable X

in the control:
AN
Change case1: The variable X in the
control is changed by operations in the
user program: Process value“X"—‘
beee———————1

The process value in the receiving data block monitors a change in value in the
control. Only when this change in value has been recognized, the value from the

receiving data module will be used.

Figure 4-10

Network 1:  check ifmove_counter was changed at WinCC flex then copy value
Comment

“DB7.DBD100
*Z_data_rcv_DB".
move_counter

| <= |

DB".move_

Data block at the receive data block
,TC_RCV*. This value is only used when a
change in value has occurred, also when a
change from the Central Station

had been detected.
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Variable in the data block for further
application in the process.
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41.4 Controlling a connection establishment / connection release

Program overview

The invocation of the system blocks TC_CON, TC_DISCON, TC_SEND and
TC_RECV, as well as the control of the connection establishment / connection
release is achieved in the function block ,Z_call_telecontrol_blocks* (FC2).

Figure 4-11
— -
| & A_sim_values [FC1] g A_sim_values_DB [DE1] |
A
| & B_cyclic_communication [FC3] i B_cyclic_communicatien_DB [DEE] |
[0
g | & C_event_communication [FC4] [ C_event_communication_DE [DE10] |
(@]
5 | & D_data_from_centralstation [FC5] j§ D_data_from_centralstation_DB [DB12] |
oy
» O & Z_call_telecontral_blocks [FC2] @ Z_call_telecontral_blocks_DE [DB11
@ Z_data_rcv_DE [DBE7] 4—
@ Z_data_send_DBE [DB6]
H_/

Handle Connection

Apart from invoking the system blocks TC_CON, TC_DISCON, TC_SEND and
TC_RECYV in this FC there is also the connection controlling implemented. It
establishes the connection and terminates the connection if any error occurs.

Figure 4-12
Invoking all
TC_-blocks

érror during
establishing
onnection

error 80F5
during SEND/

Connection
stablished

yes

Start TC_CON to
establish connection

Start TC_DISCON to
stop the connection

Set flag fo signal an

Reset flag to signal

active connection a\terminated connection

| \\ |
This flag ,connect_state” is set and reset
in the program to show the connection status

of the connection between Remote Station
and Central Station.
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4.2 Implementing archived variables

Introduction

Aside from the visualization of the updated values in the OPC-Client WinCC
flexible, it is possible, with the help of a VBA script to archive the updated values.
Therefore, the updated time stamp is sent together with the simulated process
variables to the measured values acquisition point. It is the CPU internal time
stamp and not the time stamp of the CP 1242-7GPRS.

A change in value at the variable ,demo_counter” is used as an invocation
condition for the script ,rs1_archive®. This variable represents the counter variable
from chapter 4.1.2 and changes for each cyclic data transmission. This guarantees

that the script is only carried out when new incoming values have been received
due to the cyclic data transmission.

Skript Code
WinCC flexible is implemented in the following ,rs1_archive*
Table 4-2

No. Explanation

€ APPENDING = 8

t PATH = “C:\ProgramData\Siemens\Automation\TCS Basic\ ,,
st FILENAME = “r=1 archive®”

st EXTENSION = ™. csv"

reate folder and teg, mssign tags
22|Dim m_year

23 bim tag_year

24 tag_year = TagFolder & ™" & "demo_year”
25m_year = SwartTags [teg_year)

7/ Dim m_wonth

Dim tag_month
29 tag_month = TagFolder & "\" & “"demo_month™
30/m_wonth = ZmartTags (teg_month)

:|*create £ilensme
Dim m_filename
dm_filename = PATH & C3tr(Year (Now)) & ".%_
& CStr(Month(Now)) & "."_
& CSte(Day(Now)) € "_"_
& FILENAME & EXTENSION

71|Dim m_thisfile
72| Dim m_newrecord
13|36t m_tso = Createchject ("Scripting.FileSystemChject”)
74|1£ m_£s0.FileExists (m_filename) Then

Set m thisfile = m fso.OpenTextFile (m £1lename, FORAPPENDING)
76| Else

Set m_thistile = m_fao.Cr TextFile{m_filensme, Teue)
m_newrecord = "station” & ";7" & "date™ £ ;% & "time" & ":7 € "IYll level™ & "™ & "counter” & vhir
m _(hlJrIle Vrite ne W _nevrecord

End If

53 m_newrecord = TagFolder & ":*
im_neveecord = m_newrecord & DateSerial (m_year,m month,m _day) & ":"

m_nevrecord = m newrecord & TimeSerial (m hour,m minute,m second) &£ ";
5m_nevrecord = m_newrecord & m_fill level & ":" § m_counter

& m newrecord }-@

The constants for the subsequent data generation are created here. Since the
memory location is “PATH” it has to be adapted accordingly.

@ Example Windows 7: "C:\ProgramData\Siemens\Automation\TCS Basic\* (in
Windows 7 files can be created with the help of the VBA script only in files with
available write authorization of the registered user. Per default the work directory
of the software Telecontrol Server Basic is used because normally you should

have sufficient permissions there.)

5m_thisfil
m_thisfile.
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No. Explanation

The following steps are carried out for each variable, that will be archived later:
e Variable1 to declare value.
e Variable 2 to declare path (text).

e Variable 2 to allocate the path in WinCC flexible for the subsequent
“SmartTag” application

e Allocate variable 1 to the current value with the help of ,SmartTag".

The names for the *.csv-file are generated. Elements are the current date and the
station name in order to be able to allocate the archive data sets.

The generated data name is now compared with existing data name in the filing
path. If the file does not yet exist, it will be created. In each case the csv-file is
opened afterwards in order to enable the succeeding write process.

The data set separated with semicolons with the values ,station®, ,date, ,time®,
Jll_level* and ,counter are created now.

In the last step the data record is written to the opened file and the file is closed.

@ @ ©

Script invocation

When invocating the script, the file’s name of the variable list in WinCC flexible
(here ,rs1\from®) is assigned. Thus, it is possible to use the same script for different
stations (with differently appointed file names, e.g. “rs2\from”).

Figure 4-13
o General
= EE
1 lE{ls-l_ardhre |
m Hgh mit e J
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4.3 Important system characteristic for this application

The following chapters summarize the characteristics for the scenario 1 but for this
version still restricted characteristics of the system consisting of CP 1242-7 and
WinnCC flexible and describe the solutions which were implemented here for the
scenario 1.

4.31 Times

Overview

The PLC and the CP 1242-7 GPRS access at different system times. The system
time of the CP 1242-7 GPRS is stored in UTC format and is synchronized
automatically via the Telecontrol Server.

The system time of the CP 1242-7 GPRS can be read by the PLC with the help of
the command RD_REC at RECNUM 160.

Writing of the system time of the CP 1242-7 GPRS from the PLC is not possible.

The time stamp of the sent process values cannot be influenced. The system time
of the CP 1242-7 GPRS, i.e. the UTC time of the Central Station, is always used.

Example for reading out the time

The time can be read out with the help of the RDREC blocks. This block does not
belong to the Telecontrol system blocks but is part of the STEP 7 V11.

Table 4-3
Block call Parameters Value
PR 1o ID ,PLCxy > PLC-variables> Standard
noaec variables > System constants >

- o il GPRS_Interface > value*

o i iy INDEX 160

b iy MLEN 12 (length of the DTL format)

el "~ | RECORD Pointer on DB with DTL variable

In this application this block is implemented to read out the clock from the
CP 1242-7 GPRS and to store this clock in the controller.

4.3.2 Problems related to the time stamp

Overview

It is possible to access the time stamp of the transmitted process values directly
with the OPC client OPC-Scout. With the OPC clients or with the WinCC flexible
this is not possible — neither in the display nor in their archiving.

Solution of the time stamp problems in this application example

In this application the date (year, month, day) and the time (hour, minute, second)
is sent as a separate process value to the other simulated process values. This
brings the advantage that also OPC-Clients which cannot access the OPC-Item
time stamp still have an evaluable time stamp.

Remote Control with S7-1200
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4.3.3

Overview

Problems

Another advantage is to be able to influence the time stamp in case the measured
data acquisition time should be different from the measured data sending time.

Comparison between old and new

If Process values are sent with the command ,TC_SEND* to the CP 1242-7 GPRS
the CP will check if the process values have changed as compared to the CP
image have changed.

A telegram is sent to the Central Station only of a change in the value has been
recognized. This causes a reduction in data traffic as well as a cost reduction.

It could occur that a telegram was not sent although a send job was triggered at
the ,TC_SEND* and that this had been acknowledged correspondingly when the
process values had not changed.

Solution old/new comparison problematic in this application example

434

For the solution of the automation task in scenario 1 (cyclic transmission) the
comparison old/new is not desired. For a continuous measured data display it is
required that a telegram is always sent even if the values remain unchanged.

Due to this reason a counter variable is introduced, which will make sure that each
CP image is different from the previous one and thus will be sent.

Mode - cyclic communication

Definition of the mode - cyclic communication

In order to set up a cyclic communication between the Remote Station and the
Central Station is advisable to use the feature ,cyclic communication® of the
Telecontrol Server Basic Software.

A defined area from the memory image of the CP 1242-7 GPRS is fetched in a
parameterizable intervall. The system block “TC_SEND” must be continuously
invocated in order to assure that the memory image is supplied with the current
process values. The parameter “CONNECT” at the system block “TC_CON” must
be assigned with the value W#16#FEEDDADA instead of with the real receiver
address.

Problematic — historic values

This alternative is not suitable for automation tasks where time stamps are
important especially for historic process values. In this case only the current (last)
value is fetched from the memory image of the CP 1242-7 GPRS in case of
connection abort of the Telecontrol Server Basic. Possible historic values which
were stored in the cycle of the parameterized interval do not exist.

Solution of the problems related to the cyclic communication in this application example.

For this reason the cyclic communication of this application example is also
implemented in form of a user program in the Remote Station.

Remote Control with S7-1200
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4.3.5

Overview

Problemat

Several sub-connections with the same receiver address

If event controlled and cyclically controlled send mechanisms are combined in the
Remote Station, or different send cycles are implemented, then several sub-
connections with the same receiver address must be setup.

Each sub-connection has its own TC_SEND statement which shows in form of a
data storage area (parameter PARA) to the data block in the CPU.

It is not possible to differentiate between the storage area of both TC_SEND
commands in the image of the CP 1242-7 GPRS in order to also correspond to the
relevant variables at the OPC Server.

Due to this reason the same data block from the S7-1200 control is used for every
TC_SEND command. Therefore all variables are always sent to both sub-
connections at the time of transmission (i.e. both TC_SEND commands).

- It can therefore happen in this application example (scenario 1) that there are
one or more self-controlled transmitted measured values between two cyclic
transmitted measured values at the OPC Server during archiving.

This must be taken into consideration when archiving at the Central Station.

Remote Control with S7-1200
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5 Starting up the Application

5.1 Installing and wiring the hardware

Network plan

The following graphic shows all the network relevant information which you require

for the interconnection of all components.

Figure 5-1 Network plan with IP adresses

i Ihternett---------------------------------------------: T T T T T

External Port (WAN)

|IP address

[Dependent of provider |

INTERNET

7]
/7TTV\]

—|[=

_=

- Central Station
IP address 192.168.0.3
Subnet mask 255.255.255.0
Gateway 192.168.0.1

IP address 192.168.0.1 DNS1 ez AEsL

Subnet mask 255.255.255.0 (or provider-

specific)
------------------------------- Remote Station'---! " Office network & T

Interner Port (LAN)

IP address

192.168.0.2

Subnet mask

255.255.255.0

IP address

192.168.0.100

Subnet mask

255.255.255.0

Programing unit
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Install hardware

Table 5-1

No.

Action

Note

1

Install all the required components on the DIN rails

e Remote station:
Component list Chapter 2.3.1

e Central station:
Component list Chapter 2.3.2

2 Wire and connect all required components for the e Remote station:
remote station and for the central station as ) ; ; ;
fi tion display F 2-1
described. Please watch the ground connections of Configura |c?n isplay Figure
the components and only activate the power »  Central station:
supply for the SIMATIC PM 1207 at the very end. Configuration display Figure 2-2
Place the SIM card in the CP 1242-7 GPRS
5.2 Configuration instructions
Configuring the central station
Table 5-2
No. Action Note

1

Install all software components on your central
station IPC.

e Telecontrol Server Basic
e WinCC flexible
e Optional: SIMATIC OPC-Scout

Telecontrol Server Basic. Use the right mouse-
button to click the icon in the info area of Windows
and select “Exit”.

2 Establish the internet connection on your IPC. e ltis assumed that the Router is already
Allocate the office network addresses to all connected to the Internet.
network participants shown in Figure 5-1 with e  Check the Internet connection at your
IP addresses given in the network address (or Central Station with the help of the
comparable ones) Internet Browser by invocating any
Internet page.
3 e At the router you set a port forwarding for port (]
26866 to the IP address of the central station ] M S
- 1 B
e If you have activated a firewall on your <’_‘%_‘> Port: 26866".an’ 192.168.0.2,,
central station IPC, you define an exception DSL Modem/Router
for port 26866.
Central Station
[IP-Adresse " [192.168.0.2 |
4 End the Telecontrol Manager of the Software

Remote Control with S7-1200
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No. Action Note

5 | Copy the file “Smsc.sqlite” (see file Table 2-6 No.2) | Folder of file
. by . d ( ) C:\ProgramData\Siemens\Automation\TCS
in the work directory of the Telecontrol Server .

Basic Basic\Data

Please observe that possibly available Ngtlce tPat the folder ,Program Data" is

) ; . Lhidden®.

configurations in the Telecontrol Server Basic

could get lost! See the “Note” at the end of the Wrong folder of file

table. There is also a file ,Smsc.sqlite” in the
installation directory C:\Programs\...\...
This file is not allowed to be overwritten.

6 Open the program “Config and Monitoring Tool” via | From now on the Station ,rs1“ in the project
,Start > Programs > Siemens Automation > »application demo” must be displayed as a
SIMATIC > TCS Basic > Config and Monitoring white ,x“ with a red background.

Tool“. Activate the project via the button “Actiavte”.

7 Start the Telecontrol Manager again via ,Start >
Programs > Siemens Automation > SIMATIC > L ™I SRLUTIRDT | FIVUTEINIG R
TCS Basic > Telecontrol Manager®.

8 | Check the settings for the station ,rs1“in the ,Database” — info window (See “Note” at the end of
the table).

Program  Extras  Help
R @ L
(V] Critical [¥] Emor (V] Waming [ | DataTel [ | infoHigh [ | infolow [V] TCM [V] IPT (V] MSC
PR Croger— |
Ubersicht der Stationen
Stations Name Gmp St Slot Login Name Login Pw Watchdog Time
200165 1 1 101 200165 password 15
9 Check the settings for the IP-T-port in the ,Config and Monitoring Tool“. The value must be at
26866.
T M - Confg and Monitoresg Tool
File Edit View Help
Activate il (3
4 Projects
application de
B users System configuration
il Inter-station coms &) Single-user sysem
SMS gateway proy
Telecontrol-Server
Authorized phone number
Teiecontrol Manager
Main Address
Backup

10| Open the *.hmi file (Table 2-6 No. 3). With "e
WinCC flexible. Navigate via to|conss EXTINETGH = ocavm
.Project>cex21_live_demo>Scripts>rs1_archive*

in the script to be processed. Now modify the
constant ,PATH* with respct to the desired memory | Standard path: '
location for the archiving files. ,C:\ProgramData\Siemens\Automation\TCS
Basic\"
11 | Store the project and start the Runtime

Remote Control with S7-1200
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Note

Note

Note

The Telecontrol Manager has two functions which can be invocated via key

combinations.

e STRG + ALT + double click for the TCS icon in the key strip opens the database info

window.

e STRG + SHIFT + double click on the TCS icon in the key strip opens the ,Log and

Trace Control“ window.

The standard password for the ,,Config and Monitoring Tool“ is ,0000*.

When you have already some Remote stations configured in your Telecontrol
Server Basic and you don’t want to overwrite this configuration with this offered
configuration file ,Smsc.sqlite” then you have to add a Remote Station with

following Parameters on your own:

e Project name/Project number for this station: ,application demo/1“

e  Station name/Station number: ,rs1/1“
e Telecontrol Password: ,GEHEIM123*“

Only with this configuration of the Station it is possible to use all the other

Startup-files without problems.

Configuring the remote station

Table 5-3

No.

Action

Note

1.

Network the S7-1200 controller with your
programming device. Assign the Ethernet

parameters as shown in Figure 5-1 Network
plan with IP addresses.

Assign to S7-1200 IP address:
http://support.automation.siemens.com/W
W /view/de/36932465 --> Chapter 7.1.3

Open the file CE-X21_RS_Project_V10.zpi Table 2-6 No. 1
with the STEP 7 V11
3. Open the equipment configuration of the
control ,PLC_1*. ,W
0O 2
v ] eex2l_ _cp1242-7_vi1 ~

B ~dd new device
& Devices & networks

4 i FLc 1 [cPu 1214¢ popane] )
l n‘ Device conflguratmn ]
% Online & diagnostics

» gl Frogram blacks
b Ll Techn

gical objects

» ._1n|} External source files
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and adapt it if necessary to the parameters
,INTERFACE" at the blocks ,TC_CONY,
,1C_DISCON*, ,TC_RECV* and
»,T1C_SEND* in the function
»Z_call_telecontrol_blocks".

No. Action Note

4. Mark the CP 1242-7 GPRS and open the
window ,properties” in order to be able to input 71200 rack
the connection parameters.

Assign the parameters now as described in the
following steps.
You can find a complete description of the
parameters in document \1\ chapter 5.2.
<
P —
V \ lgPlopelties |l
General || \ /
C - -ontiguration _~
rer list
ene DNS server addresses
Operation mode

5. Static IP-address of the Modem (see Figure Telecontrol interface >>operating mode >> CP

5-1 “WAN” or hostname when DynDNS is 1242-7 GPRS assign name or IP-address to
- Telecontrol Server)
used.

6. PIN Number of the SIM card which is Telecontrol interface>> Modem settings >>
introduced into the Modem. PIN and confirm PIN

7. Project number, station number and password | Telecontrol interface >> Modem identification
for identification of the Remote Station in the >> Project number, Station number, Password
Telecontrol Server. and confim password
No need to change when you use the
Telecontrol Server Basic database file from
Table 2-6 Project data Nr. 2.

8. APN address, APN user name and APN user Telecontrol interface>> GPRS access>> APN
password to login in the GPRS network of the Name, APN User name, APN Password und
provider. confirm APN Password

9. Test the Hardware-ID of the CP 1242-7 GPRS | ,PLC_1 > PLC-Variables> Standard variables

> System constants > GPRS_Interface >
Value®

[ @ System constants

Devices @ Tags [® User consy

PLC tags

Data type Value
Hw_SubModule 50
Hw_Interface

ics
vlgrogemblocks @ |5
I Add new block 6

& Main [081] °
» Fgl CEx21 o
» 5 System blocks 9
» [ Technological objects 10 g
» i External source files 1_A@ rulse_2(PTOPWM]

7" @ 08_Main

[ Showaitiags )J— {12 @ on.oe10_1toi00]
BrAddnewtnguble |_[l14 @ cp 2427
% Default tag table [24] 15

OB_PCYCLE
Hw_Sublodule 265
Hu Sublodule _ 268
& GPRs_Interface He_interface | 269
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No.

Action

10.

Store the project. Marc the program file of the
S7-1200 and transmit the program via
sonline/load in the equipment* in the control.
Make sure that the LED on the S7-1200
control indicates ,RUN*.

L/ Online & disgnostic)

Simulate runtime

4| Dovwnloadto device

Device maintenance

B Accessible devices..

M start crU
I® stop cPU

configure PCstation online

» (@ Languages .
» i Online access
» [ SIMATIC Card R...

station used here.

Remote Control with S7-1200
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The following chapters assume that Remote station is logged in
successfully at the Telecontrol Server Basic. The indicator on the Remote
Station shows three permanently glowing LEDs (INTERNET, CONNECT,
SIGNAL QUALITY) on the CP 1242-7 GPRS. The indicator on the
Telecontrol Server Basic is the symbol of a blue check mark in front of the
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6 Operation of the Application

Provided that the Remote Station and the Central Station are configured and have
been started correctly, the application can be operated with the help of Win CC as

follows:

Operate WinCC flexible Project
Table 6-1

No.

Function

0 SIMATIC WinCC flexible Runtime [l o=

Configuration Example X-21: Wireless communication via GPRS with S7-1200 controller

@ Send Cycle GPRS Connected
Ope ate is ,—SL PLC Connected
Gate || closed 5 Server Connected State |

PLC Cpu State |1
Signal Quality [21

003.1 L 5 Cell ID [21633
I Y Bytes Received |37358
v _?_ Bytes Transmitted |79617
v E Bytes Total [116975
EI Fimware Version |V1.0.9
A_ E Device ID |6GK7 242-7KX30-0XEQ
Alarm 0 E 5 M T Tests Total |8
0000000000000101(9)  Thi A7 g -
- - S Number |0
Telegram count (from rs1) S e Prl:)::corl ‘[ T
‘370 @ 1 |@ (7 )Refresh Status
No. Time Text

8 PM__Fill level critical: >80%
2:37:03PM  Maintenance for gate reached: => 5 times open/closed. call maintenance staff! @

All the process values simulated in the control are indicated in the area ,Live
Demo*

e Level (output)

e Inflow (output)

e Drain (output)

e  Overflow (output)

e Move counter at the sluice (input/output)

e Alarms (output)

e  Counter of the cyclically transmissions (output)
e  Sun/rain (input/output)

¢  Sluice open/close (input/output)

e Transmission cycle (input/output)

Simulate sunshine or rain with this faceplate

Open or close the sluice with this faceplate

Here set the transmission cycle (in seconds). The process values are updated in
the interval of the transmission cycle. A usable value to test or demonstrate the
Live-Demo is 5 to 10 seconds.

This process value indicates the open and close moves of the sluice. After 5
moves, an alarm (maintenance due date) is sent out. The counter can be set back
to 0 manually.

Remote Control with S7-1200
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6 Operation of the Application

No.

Function

Generated system values are indicated in the area ,system tags” of the CP 1242-7
GPRS.

With the help of this faceplate the connection to the Remote Station is checked
and the “system tags” are updated. When this faceplate is activated the value is
incremented in the display field “tests total”. After a successful check of the
connection the value is incremented in the display field ,tests successful®.

This output field shows the cyclically sended telegrams from the Remote Station to
the Central Station.

The alarm signals are displayed in this display window.

e No. 1 (2#1)level is critical

e No. 2 (2#2) basin is overflowing

e No. 3 (2#4) Maintenance interval of the sluice has been reached.

The alarm signals are available until the corresponding bit in the alarm word in the
Remote Station has been reset and sent to the Central Station.

Use WinCC flexible Script for archiving

A counter variable is incremented for each cyclic controlled send function. This
counter variable is used as an invocation mechanism for the archiving script and in
order to allow the archiving function to differentiate between process values which
are cyclically sent and those sent event dependent.

Figure 6-1

| | 2001712 rsl_archive.csv

| 2011.713 rsl_archive.csv

] 2011.7.12_rs1_archivecsv - Editor

:Dah:i Bearbeiten Format Ansicht 7 |

station;date; time;fill_level; counter -
Fs51;12.07.2000;12:17:37;0;1499
rsl;12.07.2011;12:17:47;1,033404:1500
rsl;12.07.2011;12:17:57;0,7798018;1501
rsl;12.07.2011;12:18:07;11,70432;:1502
rsl;12.07.2011;12:18:17;4,005531:1503
Hrs1;12.07.2011;12:18:27;14,4052;1504
rsl;12.07.2011;12:18:37;1,97001;1505
rsl;12.07.2011;12:18:47;8,00L8377:1506
rsl;12.07.2011;12:18:47:8,810179:1507
rs1:;12.07.2011;12:19:07;9,000301;1508
rsl1;12.07.2011;12:19:17;11,8914;1509
rs1:12.07.2011;12:19:27:1,930629;1510
rs1;12.07.2011;12:19:37;9,444309;1511 -

b

=

Open the archive with any texteditor or with Microsoft Office Excel via ,File > Open

> ,Data type texffile (*.prn, *.txt, *.csv)“ > Open®.

The consistency of the archived data is not given and must be reset in continuation
systems e.g. with the help of a screening function based on the stored time stamp.
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7 Links & Literature

71 Internet links
This list is by no means complete and only presents a selection of appropriate
information.
Table 7-1
Topic Title
\1\ CP 1242-7 GPRS http://support.automation.siemens.com/WW /view/en/42330276

Operating instruction

\2\

Telecontrol Server
Basic Operating
instruction

http://support.automation.siemens.com/WW /view/en/50898745

\3\

S7-1200 Automation
system with system
handbook

http://support.automation.siemens.com/WW /view/en/36932465

8 History

Table 8-1

Version Date

Revisions

V1.0

July 2011

First issue

V1.1

November 2011

STEP 7 V11 Startup-Project (Table 2-6 Project data
No. 1) adapted to FW 1.0.9 and clock
synchronization with Central Station implemented
WinCC flexible 2008 Startup-Project (Table 2-6
Project data No. 3) changed

Chapter 3.5.2 4.1.3 4.3.1 changed

Instruction to configure the Central Station (chapter
5.2) changed

V1.2

July 2012

New connectin management implemented in STEP 7
V11 Startup Project (Table 2-6 Project data No. 1)

Chapter 3.5.1 4.1.4 updated
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